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We present a scheme for secretly sharing bits in Bell states which is secure even when the sharers
Alice and Bob are allowed to carry out local quantum operations and classical communication. We
prove that the information that Alice and Bob can gain about a hidden bit is exponentially small in
n, the number of qubits in each share, and can be made arbitrarily small for hiding multiple bits.
We indicate an alternative low-entanglement method for preparing the shared quantum states.
The protection of a secret by sharing it, that is, by ap-
portioning the secret data among two or more parties so
that the data only become intelligible as a consequence
of their cooperative action, is an important capability in
modern information processing. Here we give a method
of using particular quantum states to share a secret be-
tween two parties (Alice and Bob), in which the data is
hidden in a fundamentally stronger way than is possi-
ble in any classical scheme. We prove that even if Alice
and Bob can communicate via a classical channel, they
can only obtain arbitrarily little information about the
hidden data. They can unlock the secret only by joint
quantum measurements, which require either a quantum
channel, shared quantum entanglement, or direct inter-
action between them. We show that the creation of these
secret shares can be done with just a small expenditure of
quantum entanglement: less than one Einstein-Podolsky-
Rosen pair per secret bit shared. The extent to which
quantum states can hide shared data can be viewed as a
new information-theoretic characterization of the quan-
tum nonlocality of these states.
Our results are part of a larger exploration of the
information-theoretic capabilities of quantum mechanics,
notable examples of which (quantum key distribution [?]
and quantum teleportation [?]) have now begun to be
realized in the laboratory. Other workers have previ-
ously identied [?,?] quantum secret sharing protocols,
in which participants (possibly more than two) receive
shares of either quantum or classical data. In this previ-
ous work, however, there is no guarantee that the shares
remain hidden if the parties choose to communicate clas-
sically. In fact, recent analysis [?] has shown that, for a
single hidden bit, secrecy in the presence of classical com-
munication is impossible if the shares consist of parts of
two orthogonal pure quantum states. This stronger form
of secret sharing is nonetheless possible, as we will show,
but only when the shares are made up from mixed quan-
tum states.
We will present our protocol and prove its security for
a one-bit secret b; at the end we will sketch the proof of
the security of its multibit extension. The protocol will
involve a \hider" who will prepare one of two orthogonal
bipartite quantum states ρ(n)b=0 or ρ
(n)
b=1 based on the value
of b, and will present the two parts of the state to Alice
and Bob. n is an integer which will determine the degree
of security of the protocol. The hider will be assumed to
have a supply of each of the four Bell states, dened as
ji = 1p
2
(j00ij11i) and jΨi = 1p
2
(j01ij10i). jΨ−i
is a spin singlet while the other three are spin triplets.
When b = 1, the hider picks at random a set of n Bell
states with uniform probability, except that the number
of singlets must be odd. The b = 0 protocol is the same,
except that the number of singlets must be even. The
hider distributes the n Bell states to Alice and Bob; for
each Bell state the rst qubit goes to Alice and the sec-
ond to Bob. We will show below that the state shared
between Alice and Bob has much less entanglement than
is implied by this description; the quantum state hid-
ing the bit b = 0 can be prepared without the use of
any quantum entanglement, and the quantum state cor-
responding to the hidden bit b = 1 can be prepared using
just one singlet state for any n.
To prove the security of this protocol, we must con-
sider what information Alice and Bob can gather about
the bit b. We assume that Alice and Bob can perform any
sequence of Local quantum Operations supplemented by
unlimited Classical Communication (we abbreviate this
class of operations as LOCC). This class of operations
does not permit measurements in the basis of Bell states,
from which the bit could easily be determined: Alice and
Bob simply count the number of singlets measured and
compute the parity. In fact, we will show that the infor-
mation that Alice and Bob can learn about the hidden
bit is exponentially small in the number n of Bell states
that the hider uses for the encoding.
The LOCC class, even though it plays a fundamen-
tal role in the theory of quantum entanglement, is re-
markably hard to characterize succinctly [?]. However,
our analysis will rely on just one important feature that
all LOCC operations share: they cannot create quantum
entanglement between Alice and Bob if Alice and Bob
are initially unentangled. We consider a general mea-
surement scheme for Alice and Bob that, irrespective of
its precise physical implementation, leads to just two -
nal outcomes, \0" or \1". It can thus be characterized,
within the standard theory of quantum measurement [?],
1
by two POVM (Positive Operator Valued Measurement)
elements, M0  0 and M1  0, associated with outcome
\0" and outcome \1" respectively. Probability conserva-
tion implies that M0+M1 = 1. The probability p0j0 that
Alice and Bob decide for outcome \0" when the hider has
prepared ρ(n)0 (corresponding to the hidden bit b = 0) is
p0j0 = TrM0ρ
(n)
0 . Similarly, when ρ
(n)
1 is prepared by the
hider, the probability of outcome \1" is p1j1 = TrM1ρ
(n)
1 .
The inability of LOCC operations to create quantum en-
tanglement gives two constraints on this measurement,
namely (1⊗T )⊗n[M0]  0 and (1⊗T )⊗n[M1]  0. Here
T is 2  2 matrix transposition, T [jiihjj] = jjihij. The
argument, illustrated in Figure 1, goes as follows. The
top diagram illustrates a measurement M with POVM
elements M0 and M1 corresponding to the binary out-
puts b = 0, 1 with M0 + M1 = 1. In the bottom diagram
of Figure 1, each input is half of a maximally entangled
state Ψmax as indicated. When b is the output, the state
MTb /Tr(Mb) appears in the unmeasured halves of the
maximally entangled states (here MTb is the matrix trans-
pose of Mb). When M is implemented by LOCC, the
bottom diagram prescribes an LOCC procedure to cre-
ate the states MTb /Tr(Mb), since each maximally entan-
gled state can be prepared by Alice or Bob alone in their
own laboratories. Therefore, the states MTb /Tr(Mb) are
necessarily unentangled and, following the Peres criterion
[?], they are positive under partial transposition (PPT),
meaning that (1⊗ T )⊗n[MTb ]  0 when M acts on a 4n-
dimensional Hilbert space. Finally, (1 ⊗ T )⊗n[Mb]  0












































FIG. 1. POVM elements for LOCC measurements are nec-
essarily positive under partial transposition.
Next we show that it is not necessary to consider the
most general pair of operators M0 and M1, acting on a
2n ⊗ 2n dimensional Hilbert space, obeying these con-
straints. We can show that if there exists a general pair
(M0, M1) obeying the PPT constraints, then there is an-
other PPT pair ( ~M0, ~M1) which is diagonal in the ba-
sis of n Bell states, such that the measurement with
~M0 and ~M1 has the same probabilities of success p0j0
and p1j1. ~M0 and ~M1 are related to M0 and M1 by
an action called twirling [?] which cancels o-diagonal
terms in the n-Bell-state basis. The argument involves
three observations. 1) Twirling can be implemented by
LOCC operations [?] which preserve the PPT property
[?]. Thus it follows that (1 ⊗ T )⊗n[ ~M0,1]  0. 2) The
trace-preservation condition M0 + M1 = 1 is invariant
under twirling, and therefore ~M0 + ~M1 = 1. 3) Since
the states to be measured, ρ(n)0 and ρ
(n)
1 , are mixtures
of products of n Bell states and thus are Bell-diagonal
themselves, it follows that p0j0 = TrM0ρ
(n)
0 = Tr ~M0ρ
(n)
0
and p1j1 = TrM1ρ
(n)
1 = Tr ~M1ρ
(n)
1 . This establishes the
argument; we can, without loss of generality, restrict our-
selves to a measurement whose POVM elements are Bell
diagonal.
To carry the analysis further we introduce a compact
notation [?] that represents each of the four Bell states
by a pair of bits, as follows: j+i ! 00, j−i ! 01,
jΨ+i ! 10 and the singlet jΨ−i ! 11. A product of n
Bell states is thus represented by a 2n-bitstring s. The
four Bell states can be rotated into each other by local
Pauli-matrix rotations, involving one half of the entan-
gled state only. In the language of bitstrings, we can
also associate two bits with each of the Pauli matrices,
σx ! 10, σz ! 01, σy ! 11 and 1 ! 00. This notation
is convenient because the Pauli matrices then act on the
two bits characterizing the Bell state by a bitwise XOR.
For example (σz ⊗ 1)j+i = j−i can be represented as
01 00 = 01.
Using the identity
(1⊗ T )[j+ih+j] =
1
2 (j+ih+j+ j−ih−j+ jΨ+ihΨ+j − jΨ−ihΨ−j)
(1)
permits the operators (1⊗T )⊗n[M0,1] to be written very
compactly in the bitstring notation. We denote the diag-
onal matrix elements of M0 and M1 in the basis of prod-
ucts of n Bell states (labeled by the 2n bitstring s) by αs
and βs respectively. Using the fact that strings of Bell
states can be converted to each other by local Pauli op-
erations, we can compute the diagonal matrix elements
of the equation (1 ⊗ T )⊗n[M0]  0 in the 2n-bitstring
notation. We obtain the condition
∑
s
αsm(−1)N11(s)  0, (2)
for all 2n bitstrings m, where N11(s) is the number of
times that a 11 pair appears in the bitstring s. Through
the association of Bell states with 2n-bitstrings, N11(s)
is precisely the number of singlets jΨ−i among the set
of n Bell states. The same calculation for M1 gives∑
s βsm(−1)N11(s)  0 for all m. With the relation
αs = 1 − βs, resulting directly from M0 + M1 = 1, and
the identity
∑
s(−1)N11(s) = 2n (which can shown by






αsm(−1)N11(s)  2n. (3)
By setting m = 00 . . . 00 in this equation, we
can express the probabilities of success, p0j0 =
2/(22n + 2n)
∑




sjN11(s) is odd βs, in terms of these two inequalities.
This result bounds the sum p0j0 + p1j1 − 1 in both ways
−δ  p0j0 + p1j1 − 1  δ, (4)
where δ = 1/2n−1. This result establishes the hiding
property: for δ = 0 (corresponding to n ! 1), Alice
and Bob’s measurement outcomes can be faithfully sim-
ulated by a coin flip with bias p0j0, and so give no infor-
mation about the identity of the state. There is also an
information-theoretic interpretation of this result; we can
show [?] that, as a consequence of these inequalities, the
mutual information [?] I(B : M) is bounded by δ, where
B is the bit value and M is the outcome of any LOCC
measurement by Alice and Bob, not just a two-outcome
one.
We now return to the question of how the hider can
produce the states ρ(n)0 and ρ
(n)
1 using minimal entan-
glement between the two shares. We use a convenient











0 ⊗ ρ(1)1 + (1− pn)ρ(n−1)1 ⊗ ρ(1)0 . (6)
The mixing coecients are determined by the uniformity
of the mixtures and proper normalization:
qn = 2
n−1−1
2(2n+1) , pn =
2n−1+1
2(2n−1) . (7)
Solving this recurrence relation for these two den-
sity matrices, we nd that ρ(n)0 and ρ
(n)
1 are both so
called Werner density matrices [?]: linear combinations
of a completely mixed state 1 and the matrix H =
(1 ⊗ T )⊗n[j+ih+j⊗n]. In particular, ρ(n)0 / 1 + 2nH
and ρ(n)1 / 1−2nH. It is known from previous work that
the Werner state ρ(n)0 is unentangled [?]. In fact, we can
show [?] that it is possible to make ρ(n)0 by rst choosing
a random element U of the Cliord group C(2n) [?] and
then applying U ⊗U on the state j00 . . . 0i, i.e. the hider
applies the same rotation U on Alice’s and Bob’s sides
of the state. It can be shown that this procedure takes
O(n2) 1-qubit and 2-qubit gates [?] and polynomial clas-
sical computation [?]. On the other hand, the Werner
state ρ(n)1 is entangled; its entanglement of formation is
known to be one ebit [?]. Using the dening recurrence
relation for ρ(n)1 and the fact that ρ
(n)
0 is unentangled,
we show explicitly how the hider can create ρ(n)1 using
just one singlet. This is done by the following recursive
process: (1) The hider flips a coin with bias pn for 0,
and bias 1 − pn for 1. (2) If the outcome is 0, then the
hider prepares a tensor product of ρ(n−1)0 and one singlet
jΨ−ihΨ−j. This costs one ebit, since ρ(n−1)0 is unentan-
gled. If the outcome is 1, then he prepares ρ(n−1)1 ⊗ ρ(1)0 .
Here ρ(1)0 again requires no entanglement, and ρ
(n−1)
1 can
similarly be prepared by the process just described.
Finally, we note that the obvious extension of the con-
struction presented here permits the sharing of an arbi-
trary number of bits. The hider simply encodes every bit
in a dierent block of Bell states as discussed above. The
mutual information I(B : M) = I(B1B2 . . . Bk : M),
where M is now any multi-state random variable ob-
tained from a measurement scheme on the k encoded
bits, is bounded from above by a function f(k, n) which
goes to zero when n, the number of Bell states in each
block encoding Bi, goes to innity. The proof of this re-
sult [?] involves the following steps. We consider a modi-











1 )/2. If a measurement
M gives some information I(B : M), then I(B0 : M) will
also be non-zero. But this same measurement M can be
used to give some information distinguishing a single bit
hidden using ρ0(n)0,1 , since Alice and Bob can create k − 1
additional copies of these separable states by LOCC op-
erations. This measurement would then also give some
partial information to distinguish ρ(n)0,1 . But we know that
this information can be made arbitrarily close to zero,
and thus I(B : M) must also approach zero.
In conclusion, we have shown how to share bits in a pair
of quantum states such that an Alice and a Bob who do
not share quantum entanglement and cannot communi-
cate quantum data, can learn arbitrarily little informa-
tion about the bits, whereas Alice and Bob can obtain the
bits reliably if they are given these resources. The fact
that only small amounts of entanglement and computa-
tion are needed in the scheme may bring the preparation
of our hidden bit states within the reach of current quan-
tum technology.
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